UBND THANH PHO DA NANG  CONG HOA XA HQI CHU NGHIA VIET NAM

SO GIAO DUC VA PAO TAO Doc 1ap — Tu do — Hanh phiic
S6: 2221 /S(,}DDT"QLCL Pa Nang, ngay 13thang 11 nam 2025
VIV canh bao chién dich tan cong ma
ddc loi dung Pai hoi Pang
Kinh guri:

- Chanh Van phong, truong cac phong thudc So;
- C4c truong, trung tam truc thude So.

Ngay 10/11/2025, S¢ Giao duc va Pao tao (GDDT) nhan dugc Cong vin
s6 442/CATP-PAO5 ctia Cong an thanh phd vé viéc canh bao chién dich tin
cong ma doc loi dung Pai hoi Pang. Nham phong tranh ma doc, dam bao an
toan thong tin cac hé thong thong tin co quan nha nudc, may tinh ngudi ding
cubi cua can bd, cong chirc, vién chirc va ngudi lao dong. S& GDPT thong tin
dén cac don vi, trudong hoc duogc biét va cach ung ph6 ma ddc, ndi dung cu thé

nhu sau:

1. Thong tin ma dgc

a) Thong tin chung

- Chung loai ma doc: Valley RAT

- Chtirc nang: Ma doc Valley RAT 1a mot loai Remote Access Trojan
(RAT) duoc phat hién ddu nim 2023, chi yéu tin cong nguoi dung dua qua céc
chién dich phishing (lira nan nhan tai tai liéu moi nhtr ¢6 chira ma doc). Muc
dich ciia Valley RAT la giam sat va kiém soat hé thong bi nhiém, tir d6 tai thém
cac plugin doc hai khac dé gay hai sdu hon. Pay 1a mé doc da giai doan va da
thanh phan, c6 kha ning tranh bi phat hién bang cach tai cac thanh phan theo
tung giai doan.

- Phuong thirc phat tan: Nguy trang dudi tép tin van ban "DU THAO
NGHI QUYET PAI HOlLexe". Ngoai ra con phat tan dudi cac tép tin khac.

b) Thong tin 1oC (Indicators of Compromise)

Dia chi may chu diéu khién (C2): 27.124.9.13, port 5689

2. Bién phap ung pho

Céac don vi, truong hoc quan triét dén toan thé can bd, cong chirc, vién
chirc va ngudi lao dong khong truy cap duong dan; tai tap tin la khong r& nguén
gbc trén khong gian mang; ra quét ma doc trude khi mé tap tin;

Thuc hién ra soat, cap nhat dir li¢u phﬁn mém bao mat, phﬁn mém quét
mi doc may tinh tai don vi, truong hoc. Trong trudng hop chua c6 phan mém
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phong chéng ma ddc tap trung cta thanh phd thi khuyén nghi cai da va st dung
cac phﬁn mém sau: Avast ban free, AVG ban free, Bitdefender ban free,
Windows Defender ban cap nhat mai nhat.

Nhan duoc Cong vin nay, S& GDDT dé nghi trudng cac phong thudc S,
lanh dao cac don vi, trudng hoc trién khai thyc hién. Moi trao ddi, hd tro xin lién
hé Cong an thanh phd (qua Phong An ninh mang va Phong chdng tdi pham sir
dung cong nghé cao, S4 dién thoai: 0236.3636.010./.
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